
How HHS is providing the healthcare & public health (HPH) sector with 
impactful resources, products, and tools to raise awareness and strengthen 
the sector’s cybersecurity posture against cyber threats.
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In this 
Presentation
Here's what we'll cover:



Under Attack 
Cyber attacks are an increasing threat to the Health and Public Health (HPH) sector. As seen with 
delayed procedures, diagnostic imaging and laboratory system shutdowns, patient diversions, 
and more, these attacks can directly compromise patient safety



Cyber Safety
= 

Patient Safety
Cyber attacks in healthcare affect every 
aspect of an organization but most 
importantly they affect patient safety.

A single cyber attack has the potential 
to shut down care facilities, erase 
important patient health history, and 
put your patient’s health and identity at 
risk.



2015 Cybersecurity Act of 2015 (CSA) calls 
upon HHS to work with industry to 
Align Health Care Industry Security 
Approaches 

2017 HHS in partnership with the Health 
Sector Coordinating Council establish 
the 405(d) Task Group. The Task 
Group begins to develop a "best 
practices" publication 

2018 After significant analysis of the 
current cybersecurity issues facing 
the HPH Sector, the Task Group 
developed and released the Health 
Industry Cybersecurity Practices: 
Managing Threats and Protecting 
Patients

2019 HHS builds a federal program 
around the 405(d) Task Group, with 
a focus on HPH cyber outreach and 
engagement 

2023 405(d) Releases HICP 2023, 
Landscape Analysis and the 
Knowledge on Demand Platform

A brief 
history of 



The 405(d) Program is a collaborative 
effort between industry and the federal 
government to align healthcare industry 
security practices to develop 
consensus-based guidelines, practices, 
and methodologies to strengthen the 
healthcare and public health (HPH) 
sector’s cybersecurity posture against 
cyber threats. 

What We Do
As the leading collaboration center of 
the Office of the Chief Information 
Officer/Office of Information Security, 
the 405(d) Program is focused on 
providing the HPH sector with useful 
and impactful resources, products, 
and tools that help raise awareness 
and provide vetted cybersecurity 
practices, which drive behavioral 
change and move towards 
consistency in mitigating the most 
relevant cybersecurity threats to the 
sector. 

Who We Are



Hospital Resiliency 
Landscape Analysis

Released April 16, 2023



Document Overview
What to expect and What we covered 



Medical devices have not typically been exploited to disrupt 
clinical operations in hospitals.

Supply chain risk is pervasive for hospitals. Only 49% of 
hospitals state they have adequate coverage in managing risks 
to supply chain risk management

Hospitals report measurable success in implementing email 
protections, which is a key attack vector

Variable adoption of critical security features and processes, 
coupled with a continually evolving threat landscape can 
expose hospitals to more cyber-attacks

Directly targeted ransomware attacks aimed to disrupt clinical 
operations are an outsized and growing cyber threat to 
hospitals

Key 
Observations



Key 
Observations

There is significant variation in cybersecurity resiliency among 
hospitals

The use of antiquated hardware, systems, and software by 
hospitals is concerning

Cybersecurity insurance premiums continue to rise

Securing cyber talent with requisite skills and experience is 
challenging

Adopting HICP improves cyber resiliency



Insights. How Do 
You Compare?



Staffing Analysis 
On average, organizations employed or contracted 50 cybersecurity 
full-time employees (FTEs), though the median was 38. This number 
varied by the size of the organization, based on HICP size analysis.



Cyber Expense to Revenue
It was rare that the cybersecurity program underneath the CISO was directly 

responsible for, and budgeted for, all common components of the cybersecurity 
program. For example, in some organizations the CISO was not responsible for 

firewall management or identity and access management. However, these 
programmatic elements are still important for determining cybersecurity capability 

and they still introduce cost.



Industry Coverage to NIST CSF
Based on the Censinet/AHA/KLAS Study, the participating hospitals 
claim that they provided 70.7% of coverage to the NIST CSF. Based 

on the NIST Function level, the lowest coverage was Identify (66.0%) 
and the highest coverage was Respond (74.1%)



Industry 
Coverage to 

HICP
Based on the 

Censinet/AHA/KLAS Study 
of 2023, on average, 

hospitals claim to have 
72.05% of the HICP 

practices covered, with 
email protection being the 

highest amount of coverage 
and medical device security 

being the lowest.



Further Attention Recommended - Not Urgent
• Data protection and loss prevention

Additional Research Required
• Asset management
• Medical device security 
• Cybersecurity policies

Urgent Improvement Needed
• Endpoint protection systems
• Access management
• Network management
• Vulnerability management
• Incident response

No Action Required – Significant Progress Made
• Email protection systemsAdoption of HICP 

Practices
The analysis of the data sources shows 
that hospitals’ adoption of HICP 
practices fall into the following four 
categories: 



HICP 2023
Health Industry Cybersecurity 

Practices: Managing Threats and 
Protecting Paitents



HICP 2023



What's New in HICP 2023
The 405(d) Task Group has been working over the past 2 years to 

update HICP to ensure that the publication stays relevant and 
provides the sector with the most up-to-date best practices. 

Main Document Updates Top Ten Practices Updates
Additional NEW Sub-

Practices

The HICP Main Document has been 
updated to renew our call to action to 
maintain patient safety and includes 
new cybersecurity strategies such as 

Zero Trust and Defense in Depth.

Email Phishing is now Social 
Engineering

Cybersecurity Practice #9 on Network

Connected Medical Devices has been 
fully updated 

Cyber Practice #10 is now Cybersecurity 
Oversight and Governances

Cyber insurance 

Cybersecurity Risk Assessment and 
Management 

Attack Simulations

Medical Devices (Major Updates) 



Top 5 Threats



• Email Protection Systems
• Endpoint Protection Systems
• Access Management
• Data Protection and Loss Prevention
• Asset management
• Network Management
• Vulnerability Management 
• Incident Response
• Medical Device Security 
• Cybersecurity Oversight and Governance

Top 10 Practices covered in HICP



Cybersecurity Practice #9 Network 
Connected Medical Devices

A new executive summary was added to this practice in Technical 
Volume 2 detailing how to secure network connected medical devices 
plus the below additions:

• Added unique IoT considerations and other unique challenges specific 
to medical devices.

• Added Goals of Risk Mitigation for Medical devices.
• Added guidance for applying other practices already covered in HICP 

toward medical devices.
• Moved Asset Management to the first sub-practice of Cybersecurity 

Practice #9 and added graphics to illustrate the need for Asset 
Discovery and Security tools.

• Added Zero-Trust model to discussion of Endpoint Protections.
• Added steps for implementing and maintaining Identity and Access 

Management, including further explanation of Remote Access.
• Added a section on micro-segmentation under Network Management.



Sub Practice: Cybersecurity Insurance 
(10.S.D and 10.L.A)

Cyber insurance is one option that 
can help protect your business 
against losses resulting from a 
cyber-attack. If you are thinking 
about cyber insurance, discuss 
which policy would best fit your 
company’s needs with your 
insurance agent. This should 
include whether you should go 
with first-party coverage, third-
party coverage, or both. Be 
advised that many policies require 
you have a minimum level of 
security controls in place. You 
should not secure a cyber 
insurance policy in lieu of 
implementing the cybersecurity 
practices outlined in this 
document.



How We Can Help 
You



405(d) Outreach & Program Resources
HHS/405(d) Awareness Materials

The 405(d) Program periodically creates awareness materials that can be 
utilized in any size organization! Since 2018 the program has released more 
than 60 awareness products which organizations across the HPH sector can 

leverage. 

405(d) Outreach
The 405(d) Program produces Bi-monthly Newsletters, SBARs, and Spotlight 

Webinars to increase cybersecurity awareness and present new and 
emerging cybersecurity news and topics, as well highlight the HICP 

Publication

Knolwedge on Demand
The 405(d) Program, is launching a new cybersecurity training platform on its 

website—405d.hhs.gov.This new cybersecurity education platform will 
include multiple delivery methodologies to reach the varied size health care 

facilities across the country. The platform will include five cybersecurity 
awareness trainings that align with the landmark 405(d) publication: HICP 

and its accompanying two volumes.

Official Task Group Products
These resources are official products produced by the 405(d) Task Group. 

Examples include the HICP Publication, Quick Start Guides, New Cyber 

ERM Publication, and 5 threat flyers. 



The 405(d) Program, in collaboration with industry, 
launched new cybersecurity training platform on its 
website—405d.hhs.gov—titled Knowledge on Demand 
(KOD). 





2021 HITECH Amendment
H.R.7898 — 116th Congress (2019-2020) 

To amend the Health Information Technology for 
Economic and Clinical Health Act (HITECH) to 
require the Secretary of Health and Human 
Services (HHS) to consider certain recognized 
security practices of covered entities and 
business associates when making certain 
determinations, and for other purposes.

What are Recognized Security Practices? 

The standards, guidelines, best practices, methodologies, procedures, and processes developed under the:

• National Institute of Standards and Technology (NIST) Cybersecurity Framework
• HHS 405(d) Program approaches
• Other programs and processes that address cybersecurity and are developed, recognized, or 

promulgated through regulations under other statutory authorities



If you can prove you have been following these 
Recognized Security Practices for the previous 12 
months, HHS must consider that when making 
decisions for things like audits and enforcement. 

HHS can take Recognized Security Practices into 
consideration to:

• Mitigate fines for violations
• Award an early, favorable termination of an 

audit
• Mitigate conditions proposed for resolution 

agreements

What does this new 
amendment do?



Questions? 

Do you follow us on social media?
Check us out at @ask405d

Website: 405d.hhs.gov
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