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Sources: FBI 2019 Internet Crime Report (2/13/2020) Verizon 2019  Data Breach Report 5/8/2019; 2019 Mid Year 

Breach  Barometer – Protenus 7/31/2019; 2019 Cost of a Data Breach Study: 7/24/2019  US,  sponsored by IBM 

Independently conducted by Ponemon Institute LLC. FBI High Impact Ransomware Report 10/2/2019  I-10022019-

PSA

Computer Intrusions: (Foreign Based External Hacking) accounts for 88% of all records 

breached, 32m records, in first half of 2019, approx. 41 million for 2019.  The average healthcare 

breach cost is ~3x all industry average or $10 + million . Average time to identify and contain an attack 

in healthcare is 329 days. Incident Response Team, Cyber Exercises, Cyber insurance, VRM
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Ransomware + Data Extortion:  Recent attacks are  more targeted, sophisticated, combined 

with data extortion and costly as ransom demands are increasing. Email phishing campaigns, remote 

desktop protocol (RDP) vulnerabilities and software vulnerabilities. Backups being targeted.

Medical device vulnerabilities, incident response plan, cyber insurance, backup security and 

redundancy, and incident response plan! 

Verbal payment authentication procedures, Cyber insurance, BAA, MFA !

Business E-mail Compromise: From June 2016 to July 2019 the FBI received reports of 166,347 

incidents globally, with an exposed loss of $26 Billion.  In 2019, 23, 775 Complaints received with $1.7 

Billion in losses.  Contact your bank and the FBI immediately at www.ic3.gov, local FBI office or FBI 

CyWatch 855-292-3937. 79 % recovery rate in 2019 if reported within first 24 – 72 hours
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“A ransomware attack on a hospital, is a not just an economic crime, 

it’s a crime that directly threatens public health and safety …and it  

should be prioritized, pursued and prosecuted as such ” 
John Riggi, AHA Senior for Cybersecurity and Risk   
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A Disturbing 

Trend:  

Data Extortion 

Forcing Hospitals 

to Make Tough 

Choices
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Data Rich Environment = Target Rich Environment 
Targeted Data

Defense, 

National 

Security, 

Critical 

Infrastructure

Nation states, criminals, insiders and hacktivists are aggressively targeting 
healthcare providers to steal their valuable data. “One stop hacking!” 

Hacktivist

Insiders

Nation State Spies

Terrorists

Foreign Criminal 

Organization
Nation State Military
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Anatomy of a Hack

INITIAL 

COMPROMISE

RECON EXFILTRATE

DATA

ESTABLISH 

FOOTHOLD

ESCALATE 

PRIVILEGES

MAINTAIN 

PRESENCE

10



© 2 0 1 9  A m e r i c a n  H o s p i t a l  A s s o c i a t i o n

11

Foreign Threats to Intellectual 

Property 

Medical Research and Innovation  

under attack
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Advisory services uniquely informed by:

- Extensive and varied FBI and CIA experience  

- Trusted and confidential access to the nation’s hospital leaders 

- Ongoing exchange with federal law enforcement, intelligence and 

regulatory agencies  

John Riggi, Strategic Advisor for Cybersecurity and Risk

jriggi@aha.org (O)  202-626-2272; (M) 24/7 202-640-9159

AHA Membership Includes:

FBI Contact Information: 

Special Agent Jeremy Witmer,  jwitmer@fbi.gov

FBI Office, Omaha  402-575-2121,  

FBI CyWatch 24/7 - 855-292-3937

www.ic3.gov

mailto:jriggi@aha.org

